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UDPAbstract A comprehensive experimental study to analyze the security performance of a WLAN
based on IEEE 802.11 b/g/n standards in various network scenarios is presented in this paper.
By setting-up an experimental testbed we have measured results for a layered security model in terms
of throughput, response time, encryption overheads, frame loss and jitter. Through numerical
results obtained from the testbed, we have presented quantitative as well as realistic ﬁndings for
both security mechanisms and network performance. It establishes the fact that there is always a
tradeoff between the security strength and the associated network performance. It is observed that
the non-roaming network always performs better than the roaming network under all network sce-
narios. To analyze the beneﬁts offered by a particular security protocol a relative security strength
index model is demonstrated. Further we have presented the statistical analysis of our experimental
data. We found that different security protocols have different robustness against mobility. By
choosing the robust security protocol, network performance can be improved. The presented anal-
ysis is signiﬁcant and useful with reference to the assessment of the suitability of security protocols
for given real time application.
 2015 Production and hosting by Elsevier B.V. on behalf of King Saud University. This is an open access
article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).24
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271. Introduction
There has been tremendous growth of wireless communication
services over the last decade due to their ease of accessibility,28
29
30
31
32
33
34
35
36mobility and ﬂexibility. Due to the release of the restrictions
of physical boundaries, Wireless Local Area Networks
(WLANs) have been extensively deployed worldwide (Ergen,
2002). The universality of these networks ranges from homes,
business, online banking, social networking, cafes, military,
and research sectors to many more. Due to open access of
the shared wireless medium, existing studies reveal that
WLANs are susceptible to several attacks such as snifﬁng,
spooﬁng, eavesdropping, denial of service and man in the mid-
dle attack; hence provisioning of the security in these networks
is a major research challenge (Sheldon et al., 2012). Such secu-
rity issues raise the need of applying strong security mecha-
nisms to protect the information over the network.– Com-
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5 November 2015Consequently, several security protocols and mechanisms are
being developed to enhance the security in WLANs (Feng,
2012).
However, cryptographic primitives involved in security pro-
tocols increase the computational overheads. These are associ-
ated with control messages in authentication mechanisms and
also the authentication delay incurred in the veriﬁcation of cre-
dentials. Therefore the implementation of security protocols
induce additional cryptographic overheads and further the
cumulative effect of the cryptographic overheads with basic
impairments of wireless network results in a severe obstruction
in attaining adequate quality of service (QoS) (Potlapally et al.,
2006; Jindal and Singh, 2013). Although it is certain that secu-
rity mechanisms affect the performance of the network in
terms of the resultant throughput, packet loss, response time,
jitter, encryption cost, and authentication time (Baghaei
et al., 2004; Turab and Moldoveanu, 2008; Boulmalf et al.,
2007). Investigations have not been reported anywhere in
much detail as to what extent network performance is affected
by security protocols in both roaming and non-roaming sce-
narios with different applications. Therefore, it is imperative
to analyze quantitatively the impact of security protocols on
the performance of networks and to study how the QoS
degrades in real time networks with the application of security
protocols. As security is a constituent of wireless LAN, good
comprehension of its implications on WLAN performance is
necessary.
To achieve a secure wireless communication different secu-
rity protocols are developed at different network layers. WEP
(Wired Equivalent Privacy), WPA (Wi-Fi Protected Access)
and WPA2 at MAC layer, IPsec (IP security), SSL (Secure
Socket Layer), and RADIUS (Remote access Dial in User Ser-
vice) exist at the network layer, transport layer and application
layer respectively and are the various security protocols to pre-
vent the network from malicious attacks (Vibhuti, 2008;
Lashkari et al., 2009). Most of the previous research has con-
centrated on the enhancement of cryptographic mechanisms in
security protocols, though they are not quantifying the associ-
ated performance degradation due to security protocols in
much detail (Peteriya, 2012; Mitchell, 2005). In this paper we
have focused on real time quantitative analysis of security pro-
tocols and their performance impact in terms of throughput,
response time, encryption overheads, frame loss, and jitter in
a variety of network scenarios for IEEE 802.11b/g/n
standards.
To achieve the above goal we have developed a real time
experimental testbed and performed the comprehensive exper-
imental analysis to investigate the performance impact of nine
different security protocols including the enterprise security
layers. The used testbed is a miniature of existing wireless net-
works and ensures the consistency of our experimental scenar-
ios with typical deployment of WLANs. We are using the
experimental testbed because testbed results not only give nat-
uralistic results, but also explore various issues such as com-
munication in roaming environment and processing delays in
wireless devices that cannot be ﬂawlessly formed in simulation
and analytical models. In this work, we report on the compar-
ative analysis of the performance impact of different security
protocols (SSID, WEP/64/128, WPA/AES, WPA2/AES, and
WPA2/AES/TKIP at MAC layer) including security layers
with RADIUS server (WPA/AES, WPA2/AES, and WPA2/Please cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01AES/TKIP at application layer). We have used our testbed
with mobile IP for roaming network. We have made this
testbed a heterogeneous network with the help of various hard-
ware and mobile devices. Comprehensive experimental analy-
sis is carried out in this paper to investigate the performance
impact of nine different security policies including the enter-
prise security policies in roaming and non-roaming environ-
ment. Our obtained experimental results perceive that based
upon the network scenario and trafﬁc type, security is always
achieved at the cost of network performance. It is observed
that very high security protocols are not always a good choice
for all network scenarios and also it is found that the stronger
the security protocol, the more are the associated overheads.
Our study aims to address the following issues:
 Impact of different security mechanisms on the perfor-
mance of wireless LAN (IEEE 802.11b/g/n).
 Impact of congested and uncongested network on the per-
formance of secure WLAN.
 Impact of different packet lengths on the performance of
secure WLAN.
 Network performance under TCP and UDP trafﬁc streams.
 Security performance in non-roaming and roaming
scenarios.
Furthermore, security strength of various protocols is ana-
lyzed using a relative security strength index model (RSSI)
(Luo et al., 2009). It is always presumed that the more the
number of security mechanisms or security services provided
by any protocol, more is the protocol strength. On evaluating
the security strength using RSSI it is observed that the stronger
the security service provided by security algorithm the stronger
will be the security protocol. A detailed view of the beneﬁts
offered by a particular security protocol is provided by the
RSSI model that helps the system designers to choose a secu-
rity protocol with the desired strength. The security perfor-
mance observed through experimental analysis validates our
results obtained from the RSSI model. Further a descriptive
statistical analysis is performed to analyze the robustness
related with each security protocol. It is revealed that each
security protocol varies in robustness against mobility. Analy-
sis of variance is performed and it is found that all the network
scenarios and performance metrics taken under consideration
are signiﬁcant. All the factors (security protocols, trafﬁc type,
and network load) affect the performance of wireless networks.
Our experimental results provide a wide quantitative vision of
the impact of various security protocols on network perfor-
mance. Including this, our analysis is useful in understanding
the applicability of security protocols in real time applications
and design challenges of future security protocols.
The remainder of the paper is organized as follows. Existing
studies are discussed in Section 2. A brief summary of WLAN
standard and WLAN security protocols is described in Sec-
tions 3 and 4 respectively. Section 5 details the experimental
testbed along with different security layers and the system
modeling considered in the testbed. A RSSI model is presented
in Section 6. Performance metrics under consideration is dis-
cussed in Section 7. Numerical results for different security lay-
ers in different network environments are explained in
Section 8. Statistical analysis is done in Section 9. Conclusion
is drawn in Section 10.curity performance in wireless LANs. Journal of King Saud University – Com-
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To determine the realistic view of the performance impact of
security mechanisms, measurements play an important role.
Therefore to gain the fundamental understanding of the
impact of various security mechanisms on the network perfor-
mance, a number of research papers have appeared in the lit-
erature reporting the security performance of IEEE 802.11b/
g based wireless local area networks. In (Baghaei et al.,
2004) authors have performed throughput and response time
analysis for IEEE 802.11b wireless LAN in a non-roaming
environment. It was found that the stronger the security mech-
anism the more is the performance degradation. An experi-
mental study to analyze the performance overheads
associated by different security protocols was done by authors
in (Nayak et al., 2005; Agarwal and Wang, 2007) for IEEE
802.11b/g based network. Further in (Begh et al., 2009;
Ahmad et al., 2012), impact of security protocols on the per-
formance of TCP and UDP trafﬁc streams has been analyzed
and was found that security protocols negatively affect the net-
work performance. A more detailed analysis to study the secu-
rity performance on IEEE 802.11g based wireless network by
integrating cross layer security protocols was demonstrated
in (Agarwal and Wang, 2007). Another experiment was per-
formed in (Vibhuti, 2008) to calculate the security impact on
end-to-end delay and packet delivery fractions. The impact
of cryptographic primitives used in WEP and WPA on
throughput and delay over WLAN IEEE 802.11g was investi-
gated in (Boulmalf et al., 2007). The performance impact of
secure IEEE 802.11g WLAN using Open VPN is done in
(Likhar and Yadav, 2011). Experiments were performed on a
wireless test-bed to analyze throughput, delay and jitter for
four security settings: disabled security, WEP, WPA1, and
WAP2 for multimedia applications in (Hayajneh et al.,
2012). WPA2 security-bandwidth trade-off in 802.11n WLAN
for IPv4 and IPv6 using different operating systems is studied
in (Kolahi et al., 2012). Impact of transmission power on the
performance of secure IEEE 802.11n wireless local area net-
work was reported in (Singh and Jindal, 2014a,b). The avail-
able literature revealed that a number of researchers have
carried out numerous experiments to quantify the security per-
formance but with several limitations. Firstly the past
researches have focused on the improvement of cryptographic
aspects of security mechanisms in a small range of network
scenarios (Begh et al., 2009). Secondly the previous work
brings out the qualitative analysis and does not provide the
complete quantitative results in terms of QoS and encryption
cost (Hayajneh et al., 2012; Ahmad et al., 2012). The literature
survey reveals that most of the research has focused on quali-
tative security performance of IEEE 802.11b and IEEE
802.11g standards but not considering IEEE 802.11n (Likhar
and Yadav, 2011). Also the impact of different implementa-
tions of enterprise security layers on the performance of wire-
less LAN has not been taken much into consideration in the
previous work. The past research was carried out to explore
the pros and cons of individual security protocols, but security
protocols exist at different network layers (Nayak et al., 2005;
Begh et al., 2009; Hayajneh et al., 2012; Ahmad et al., 2012;
Likhar and Yadav, 2011; Bhatia et al., 2013; Agarwal and
Wang, 2007). It is certain and instinctive to study the effects
of security protocols in a cross layer architecture. We aim toPlease cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01provide comparative experimental analysis to study the impact
of security mechanisms on the performance of IEEE 802.11b/
g/n standard in a variety of network scenarios at different
packet lengths.
3. IEEE 802.11 WLAN standards
WLANs based on IEEE 802.11 standard have been extensively
deployed worldwide for information access through wireless
medium. However, the communication being in broadcast
mode is highly vulnerable to security threats. It is therefore
of utmost importance to analyze the security performance of
wireless networks based on different versions of the IEEE
802.11 standard. In this section, we brieﬂy introduce different
IEEE 802.11 standards.
Institute of Electrical and Electronics Engineers (IEEE) has
developed 802.11 and 802.11x, referred to as a group of stan-
dards/speciﬁcations for WLANs (Bhoyar et al., 2013). The
standard IEEE 802.11 speciﬁes an over-the-air interface
between a wireless client and an access point or between two
or more wireless clients. These WLAN standards were devel-
oped with the focus of increasing transmission speeds, range,
improving QoS, and adding new amendments. All the amend-
ments made in the speciﬁcations deﬁne the maximum speed of
operation, the radio frequency band of operation, encoding of
the data for transmission, and the characteristics of the trans-
mitter and receiver. A number of versions of the standards
have been developed including, IEEE 802.11a, IEEE
802.11b, IEEE 802.11e, IEEE 802.11f IEEE 802.11g, IEEE
802.11h, IEEE 802.11i, IEEE 802.11j, IEEE 802.11k, IEEE
802.11n, IEEE 802.11s, IEEE 802.11ac, IEEE 802.11ad and
IEEE 802.11f. However, the most widely used standards are
802.11b, 802.11g, and 802.11n and 802.11i (security protocol).
These network bearer standards operate in ISM (Industrial,
Scientiﬁc and Medical) frequency bands. The band being
license-exempt makes it economical and easy to deploy tech-
nology for common use. The respective features of these stan-
dards are shown in Table 1.
4. WLAN security protocols
To protect the wireless network from illegitimate users and to
achieve data conﬁdentiality, integrity and authentication, var-
ious WLAN security protocols were developed (Liu et al.,
2010). The most popularly adopted security protocols are:
Wired Equivalent Privacy (WEP): WEP was the ﬁrst secu-
rity protocol developed to obtain security equivalent to the
wired network. It provides data privacy using RC4 encryption
with 64/128 bit key, initialization vector and integrity check
value (ICV) and provide conﬁdentiality, simple integrity and
shared key authentication. The weak implementation of RC4
and the proliferation of readily available hacking tools led to
WEP being insecure and also not popular for enterprise wide
distributed processing environments.
Wi-Fi Protected Access (WPA) is a security protocol that
removes almost all the vulnerabilities of WEP. It is also known
as WPA personal. WPA uses RC4 encryption along with tem-
poral key integrity protocol (TKIP) which includes message
integrity check, initialization vector (IV), key mixing and key
management algorithms. Since security mechanisms associated
with WPA are more, hence it provides conﬁdentiality andcurity performance in wireless LANs. Journal of King Saud University – Com-
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Table 1 WLAN standards.
Standards Features
Publishing
year
Data rate
(Mbps)
Operating
frequency (GHz)
Modulation used Compatibility
IEEE 802.11b 1999 5.5–11 2.4 Complementary code keying (CCK),
Direct sequence spread spectrum (DSSS)
Backward compatible with
IEEE 802.11a
IEEE 802.11g 2003 54 2.4 Orthogonal frequency division
multiplexing (OFDM)
Backward compatible with
IEEE 802.11b
IEEE 802.11n 2009 600 2.4 and 5 (CCK, OFDM or DSSS Additional
feature of MIMO)
Backward compatible with
IEEE 802.11b/g
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strength as compared to WEP. WPA is intended to work with
existing 802.11-based products and offers forward compatibil-
ity with 802.11i (security standard).
WPA2 is an enhanced version of WPA where AES is used
as an encryption algorithm. It is also known as WPA2 per-
sonal. Like WPA, WPA2 use 802.1x based authentication. It
also includes a Robust Security Network Association (RSNA).
RSNA provides two protocols TKIP and AES-CCMP (Coun-
ter Mode CBC MAC protocol) for data conﬁdentiality. WPA2
uses key lengths of 128,192, 256 along with dynamic key distri-
bution. Altogether these protocols deliver improved conﬁden-
tiality, data integrity and authentication as compared to WPA.
5. Experimental testbed
In order to study the impact of different security layers on the
performance of WLAN in different network scenarios, an
experimental testbed is developed in a roaming and non-
roaming environment while considering the users mobility.
In this section hardware and software conﬁguration of the
experimental testbed, which is miniature of WLAN is illus-
trated. Although we have shown a simple WLAN architecture;
with the use of different hardware and software conﬁgurations,
a heterogeneous environment can be created that captures the
mobile aspects of WLANs. The existing testbed offers itself to
be mapped to large scale wireless networks. We have also per-
formed a comparative analysis of the performance in non-
roaming and roaming WLAN scenarios. The two network sce-
narios and the corresponding hardware and software conﬁgu-
rations, security protocols used in the setup are as discussed
below:
5.1. Non-roaming network scenario (NR)
Non-roaming network scenario, represented as NRS, deals
with the situation when mobile node (MN) (a wireless node)Server: 192.168.1.10      Cisco Access Point WAP4140
192.168.1.245
RJ-45 Cable
Figure 1 Experimental test-bed desig
Please cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01is communicating with its home agent (HA) (a server who is
giving services to client) in the network and the communica-
tion path is wireless. This scenario aims to study the impact
of security layers only in one domain when nodes are commu-
nicating over a secure network. Experimental architecture and
used hardware and software conﬁgurations for non-roaming
network are shown in Fig. 1 and Table 2 respectively.
5.2. Roaming network scenario (RS)
The roaming scenario, represented as RS deals with the situa-
tion when any of the communication mobile users is in a for-
eign domain. In our testbed we have taken roaming scenario
as, a client (A) from its home network is moving in the foreign
network and gets connected with AP in the foreign network
and is communicating with HA which is an application server
(A) in the home network. Experimental architecture and used
hardware and software conﬁgurations for non-roaming net-
work are shown in Fig. 2 and Table 3 respectively.
5.3. Security policies
Experiments are performed on a layered security model. Per-
formance analysis with nine security layers is carried out. First
six security layers are; SSID (no security layer), WEP/64 (WEP
used with 64 bit key), WEP/128 (WEP used with 128 bit key),
WPA/AES (WPA used with Advanced Encryption Standard
algorithm), WPA2/AES (WPA2 used with AES encryption
algorithm), WPA2/AES/TKIP (WPA2 mixed with both AES
and TKIP). These are MAC layer security protocols and pro-
vide conﬁdentiality, integrity and authentication and are con-
sistent with IEEE 802.11 standard (Holt and Huang, 2010).
Security layers from 7 to 9 are enterprise security layers;
WPA/AES Enterprise, WPA2/AES Enterprise, WPA2/AES/
TKIP Enterprise (in all the cases authentication is performed
using RADIUS server) and exist at the application layer,
which make use of the RADIUS (Remote Authentication Dialn Client 1:192.168.1.20
n for non-roaming wireless LAN.
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Table 2 Network conﬁgurations in a non-roaming network
scenario.
Network conﬁguration in non-roaming network scenario
Hardware
conﬁguration
- A server (Window server 2008 with 3.20 GHz
processor, 4 GB RAM was used as a
RADIUS server)
- A client (Windows 7 professional, I3 second
generation processor, 3.2 GHz, 4 MB of
RAM)
- An access point (Cisco WAP4140n)
- RJ45 Ethernet cable for wired connectivity
- The experiments were based on windows 7
(both clients and server) as it has built in
implementation of 802.1x authentication
protocol
Software
conﬁguration
- The Ethereal is a packet analyzer and is used
to capture live network statistics and mea-
surements were obtained from the server
(Ethereal, http://www.ethereal.com/)
- IP Trafﬁc Generator is windows based soft-
ware testing tool designed for both ﬁxed
and wireless networks that can run on any
system with windows 98, 2000 or XP window
7. It can generate, receive, capture, replay IP
trafﬁc, measure end-to-end performance and
quality of service over any ﬁxed or mobile
network. (IP trafﬁc, www.zti-telecom.com/)
- RADIUS server functionality is provided by
FreeRadius and is installed on all machines
(RADIUS, http://www.freeradius.org)
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5 November 2015in User Service) server. It provides advanced authentication
through digital signatures and provides more security as
compared to layer 1-6. Table 4 shows the security protocolsFigure 2 Experimental test-bed de
Please cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01and their associated security services. We have studied these
nine security protocols because of their prevalent use in many
networks for security provisioning.
5.4. System modeling
To carry out experimental analysis we have selected different
system parameters. Table 5 presents the system parameters
selected for system modeling during the experiments.
6. Relative security strength index (RSSI)
To analyze the security strength offered by various security
protocols is known to be one of the most challenging issues.
A simple measurement for the analysis of security strength
referred to as relative security strength index is presented in
this section. All the security protocols including WEP, WPA,
WPA2, make use of different encryption and authentication
mechanisms and offer security services, like conﬁdentiality,
integrity, access control, authentication, mutual authentication
and non-repudiation. On the basis of security services provided
by a security protocol in the network, it is very difﬁcult to
make any statement on the strength of the security protocol.
For example, a security protocol SP1 is having features of
integrity and non-repudiation (2 features) and another proto-
col SP2 is having features of conﬁdentiality, access control,
authentication (3 features but weak as compared to SP1). On
the comparison of SP1 and SP2 with respect to 2 strong secu-
rity services of SP1 it can be deduced that SP1 gives more
strength as compared to SP2. Similarly on the comparison of
both protocols SP1 and SP2, on the basis of the features not
present in SP1 but present in SP2. We will interpret that SP2
is stronger than SP1. Hence, it is not an easy task to quantify
the absolute dissimilarities between the strength of the twosign for roaming wireless LAN.
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Table 3 Network conﬁguration in a roaming network
scenario.
Network conﬁguration used in roaming network scenario
Hardware
conﬁguration
- A mobile node is a wireless node, which is
able to change its position
- The test bed is placed in two subnets includ-
ing four laptops (HP laptops (dual 2 core pro-
cessor 2.4 GHz), HCl laptops (dual 2 core
processor 2.4 GHz), HCl laptop with i3 pro-
cessor 2.4 GHZ)
- Two access points (Cisco WAP4140n) to con-
ﬁgure a traditional client/server architecture
in a wireless connection
- A switch (D-Link) to provide connectivity
between subnets
- RJ-45 cable for connectivity between switch,
access points and a server
- Two laptops with one conﬁgured as a server
(Home Agent (HA)) and the other as a client
(A) in a home network. Third laptop conﬁg-
ured as a server station (Foreign Agent
(FA)) and the fourth as a client (B) in a for-
eign network
Software
conﬁguration
Software installed in the server and client
machines used in roaming scenarios are similar to
the one used in non-roaming network scenarios
Table 5 Security protocols implemented on the testbed.
System parameters
Bandwidth For IEEE 802.11b/g/n the nominal bandwidths
are 11 Mbps/54 Mbps/72 Mbps respectively
For IEEE 802.11b, 12 Mbps for congested and
5 Mbps for uncongested network
For IEEE 802.11g, 55 Mbps for congested and
30 Mbps for uncongested network
For IEEE 802.11n, 75 Mbps for congested and
50 Mbps for uncongested network
Traﬃc type TCP and UDP traﬃc streams
Packet length 500, 1000, 1500, and 2000 bytes
Total number of
packets
The choice of number of packets did not aﬀect
the performance observed in the results. Thus we
have selected this parameter as 0. As long as our
session is ‘on’, packets are transmitted
continuously
Traﬃc
generation
IP traﬃc generator tool has been used to
generate WLAN traﬃc. IP packets are
transferred in a predeﬁned number, size, content
and bandwidth in order to measure the
performance impact of security algorithms in the
wireless LAN
6 P. Jindal, B. Singh
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5 November 2015protocols. The conﬁrmation of which one is the better security
protocol between the two protocols depends upon several
parameters like ‘what are the network requirements?’, ‘which
security protocol and features are enabled in the network?’
Various studies have been reported in the past to deﬁne the
quality of protection of a system (QoP). Different security
models to evaluate the QoP of a system are discussed in
(Luo et al., 2009; Chen et al., 2011) and it is found that it is
very hard to differentiate the strength offered by two protocols
with similar status.
Another approach to analyze the security strength of VoIP
is shown in (Casola et al., 2005). In this method weights are
assigned to each security feature and are framed in a matrix
form. It is observed that though this matrix approach is efﬁ-
cient but incurs more processing time and power consumption.
For the analysis of mobile multimedia applications a different
framework is given in (Ong et al., 2003) which deﬁnes QoPTable 4 Security protocols implemented on the testbed.
Security protocols Conﬁdentiality Authentica
P1 SSID – –
P2 WEP/64 U U
P3 WEP/128 U U
P4 WPA/AES U U
P5 WPA2/AES U U
P6 WPA2/AES/TKIP U U
P7 WPA/AES/RADIUS U U
P8 WPA2/AES/RADIUS U U
P9 WPA2/AES/TKIP/RADIUS U U
Please cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01parameters. A similar study to analyze the security strength
provided by various security protocols is demonstrated in
(Agarwal and Wang, 2007), where security strength is evalu-
ated by deﬁning utility function and reward model and
obtained the cumulative strength offered by security protocols.
In this paper the same approach as described by the author in
(Agarwal and Wang, 2007) is adopted to quantify the security
strength provided by security protocols. In this paper, we ana-
lyze the security strength by measuring RSSI, which is deter-
mined by utilizing associated weights derived from the
security services offered by each protocol.
To measure RSSI the ﬁrst step includes weight assignment.
Weights are assigned in a manner such that two security pro-
tocols provide the same number of security features, higher
weights are assigned to the protocol with stronger security fea-
tures. It ensures that the protocol with stronger security ser-
vices is given a higher security strength index relative to
security protocols with weak strength. Security index deﬁned
in the past (Agarwal and Wang, 2007) quantiﬁed different
ranges of security protocols as compared to the protocolstion Integrity Mutual authentication Non-repudiation
– – –
U – –
U – –
U U –
U U –
U U –
U U U
U U U
U U U
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5 November 2015presented in this paper. So to accommodate security protocols
used in this paper, weight assignment is done on the basis of
the strength of associated security services of these protocols
which in turn depends upon the parameters like length of
key used, hash functions, message authentication code, digital
signatures and so on. This weight assignment only gives com-
parative strength of one protocol with respect to another but
not the absolute strength measurement. It can be illustrated
as, if two distinct mechanisms supply the same service of integ-
rity but are assigned weights of 3 and 2 respectively, it doesn’t
mean that the service with weight 3 is 3 times stronger than the
service with weight 2. It simply infers that the service with
weight 3 has more strength as compared to service with weight
2. The weights assigned to each security service associated with
each security protocol are shown in Table 6 and weight assign-
ment criteria is detailed below:
Service set identiﬁer (SSID): is a network identiﬁer number
and is usually broadcasted by access point (AP) so that a sta-
tion (STA) can access the network. SSID does not provide any
security and is known to be a ‘No Security’ layer. No security
features are provided by SSID, hence no weights are assigned
to any feature in SSID.
Wired Equivalent Privacy (WEP): WEP/64/128 is used in
our experimental testbed. WEP/128 employs a 128 bit key
which provides more strong conﬁdentiality as compared to
WEP/64 due to long key. So weights assigned to WEP/64
are lowest as compared to other protocols and weight values
assigned to WEP/128 have higher values as compared to
WEP/64.
Wi-Fi Protected Access (WPA): In the experimental
testbed WPA is used with TKIP disabled and Advanced
Encryption Standard (AES) (as it is optional in WPA) enabled
(WPA/AES). Since security mechanisms associated with WPA/
AES are more, it provides conﬁdentiality and authentication
(based on 802.1x and EAP) with enhanced strength as com-
pared to WEP. The security features are assigned with more
weight values as compared to WEP/64/128.
WPA2:WPA2 is used in two ways one with TKIP disabled
and Advanced Encryption Standard (AES) (as it is optional in
WPA) enabled (WPA2/AES), and another when both TKIP
and AES are enabled (WPA2/AES/TKIP). Mechanisms used
in WPA2/AES are more in number and strong enough as com-
pared to WPA/AES and WEP, so weights assigned to the secu-
rity features associated with WPA2/AES are higher than
WPA/AES. WPA2/AES/TKIP is using a number of mecha-
nisms even more than WPA2/AES, resulting in higher weight
values.Table 6 Weights assigned to the implemented security protocols.
Security service Conﬁdentiality (wC) Integrity (wI) Authenticati
P1 – – –
P2 0.5 0.5 0.5
P3 1 0.5 0.5
P4 1.5 1 1
P5 2 1.5 1.5
P6 2.5 2 2
P7 2 1.5 1.5
P8 2.5 2 2
P9 3 2.5 2.5
Please cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01WPA and WPA2 are also used with RADIUS server and
are called as enterprise security layers. WPA/AES and
WPA2/AES explained above are not making use of Radius
server to hold per user key. It is generally used in large net-
works to control the individual access. It supports all the fea-
tures of WPA/AES and WPA2/AES personal thus providing
the same security features. Including this, digital certiﬁcates
are used in the RADIUS server to authenticate each user,
hence enhancing the strength of the protocol. Based on the
security mechanisms used (as discussed above for WPA/AES
and WPA2/AES) along with digital signatures, weights are
assigned as shown in Table 6. Similarly WPA2 is used with
both AES and TKIP enabled along with the RADIUS server
and provides the maximum number of strong security features
and the weights assigned to the associated features are having
highest value.
After weight assignment, the second step during the mea-
surement of RSSI is to ﬁnd out the cumulative effect of all
the security features provided by the individual protocol or
hybrid protocol (WPA/TKIP/AES). The cumulative effect of
security services associated with security protocols is evaluated
by ﬁnding the linear sum of the weights associated security ser-
vices. Weights are obtained as deﬁned in the step one. With the
assumption that a security protocol SPx is having N security
mechanisms then Relative security strength (RSSI) is measured
as:
RSSIðSPxÞ ¼
XN
n¼1
wjAsA þ wjCsC þ wjIsI þ wjMAsMA þ wjNRsNR
ð1Þ
where, wjA is the assigned weight of an algorithm on authenti-
cation, wjC is the assigned weight of an algorithm on conﬁden-
tiality, wjI is the assigned weight of an algorithm on integrity,
wjMA is the assigned weight of an algorithm on mutual authen-
tication and wjNR is the assigned weight of an algorithm on
non-repudiation. S (.) is a service function that indicates if a
particular security service is supplied by the algorithm j or
not. If yes then its value is 1 otherwise zero. Now if RSSI of
security protocol P9 (WPA2/TKIP/AES/RADIUS) is evalu-
ated, the weights with all the security services given in Table 6
are wjA ¼ 3, wjC ¼ 3, wjI ¼ 2:5, wjMA ¼ 3:5, wjNR ¼ 2 and service
function S(A) = 1, S(C) = 1, S(I) = 1, S(MA) = 1, S(NR) = 1
(represents that all the security features are provided by
security protocol). RSSI value for security protocol P9 is
3 * 1 + 3 * 1 + 2.5 * 1 + 3.5 * 1 + 2 * 1 = 14 (highest value).
Similarly RSSI for P2 = 0.5 * 1 + 0.5 * 1 = 0.5 * 1 + 0on (wA) Mutual authentication (wMA) Non repudiation (wNR)
– –
– –
– –
1 –
2 –
2.5 –
1.5 1
2.5 1.5
3 2
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Table 7 Normalized RSSI values.
Security protocols Actual RSSI
(Px)
Normalized
RSSI
P1 SSID 0 0
P2 WEP/64 1.5 11.5
P3 WEP/128 2 15.3
P4 WPA/AES 4.5 34.6
P5 WPA2/AES 7 53.8
P6 WPA2/AES/TKIP 9 69.2
P7 WPA/AES/RADIUS 7.5 57.6
P8 WPA2/AES/RADIUS 11.5 88.4
P9 WPA2/AES/TKIP/
RADIUS
13 100
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5 November 2015+ 0= 1.5 and for P1 = 0 (lowest value). To study the security
strength of various protocols comparative analysis is done by
normalizing RSSI values of all the protocols on the basis of
the highest value of P9 and actual RSSI value and normalized
values are tabulated in Table 7. From the obtained RSSI val-
ues it is observed that the security protocol with stronger secu-
rity services is obtaining the highest security strength value.
Security protocols P4–6 are having the same number of security
features but have variable RSSI values based on the strength of
security services provided by security protocols. Hence the
RSSI model maps the security strength to a quantiﬁable
numerical value and provides a clear view of the security
strength provided by each protocol. Thus by looking into these
security strength values provided by each protocol, application
users or designers can access the security protocol and then
make the decision if a particular protocol meets their require-
ments or not.
7. Performance metrics
We have measured the performance of wireless local area net-
work in terms of throughput, response time, encryption over-
heads, jitter, and frame loss. These parameters can be deﬁned
as:
(a) Throughput (TP) (Megabits/s): is the measure of total
number of bytes transmitted over the network in a given
time. TP is measured as follows:
593
594596
Please
puter aTP ¼ I
TlðPxÞ  TfðPxÞ ð2Þ597
598
599
600
601
602
603
605
606
607
608
609
610
611
612where, I is the total amount of data exchanged between
two participating nodes. TlðPxÞ and TfðPxÞ represent the
last and ﬁrst data packet sent per unit time between the
sender and receiver with security protocol ðPxÞ.
(b) Response Time (RT) (msec): is deﬁned as the total time
required for the data stream to travel between two
points which includes connection establishment and
security negotiation time. We have measured the
response time between the server (server is sending the
trafﬁc) and the access point. RT is calculated as the time
interval between the moment the server sends a trafﬁc
stream to access point and the moment the access point
acknowledges the server under various conditions. The
obtained numerical values are measured in milliseconds.cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
nd Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01(c) Encryption overheads: on conﬁguring different security
protocols into the network, it has been found that different
security protocols have different impacts on the perfor-
mance of wireless networks. We have analyzed the over-
heads associated with each security layer. Overheads
incurred by each security layer have been evaluated as fol-
lows (Hayajneh et al., 2012):
Let P1 denote the security layer with almost zero security
level. Overheads caused by this layer are zero and thus this
‘No Security’ layer is used to compare the other security pro-
tocols with some security level. Px denotes the security policy
with some security level (with some encryption and authentica-
tion operations) where x= {1, 2, 3. . .. . ..9}.
Ts (n, Px) is the time required to process the nth packet by a
sender i with security policy Px.
Tr (n, Px) is the time required to process the n
th packet by a
receiver j with security policy Px.
Tt (n, Px) is the time taken by the nth packet to travel in the
network between the sender and the receiver with security pol-
icy Px.
Total time taken in the processing of the nth packet to tra-
vel between the sender and the receiver with security policy Px
is represented by T (n, Px) and is equal to
Tðn;PxÞ ¼ T sðn;PxÞ þ Trðn;PxÞ þ Ttðn;PxÞ ð3Þ
Assume that k packets have been sent from client i to client
j. Therefore the total time required for processing K packets
between clients using security policies Px is represented as a
sum of time involved in processing all K packets:
Xk
n¼1
ðTðn;PXÞÞ ¼
Xk
n¼1
ðTSðn;PXÞ þ Trðn;PXÞ þ Ttðn;PXÞÞ ð4Þ
If we assume that the size of the nth packet is ln bits, and
then the total number of bits in k packets, denoted by Bk, is:
Bk ¼
Xk
n¼1
ln ð5Þ
Using Eqs. (2) and (3), bit rate with security policies Px can
be represented as:
BRðPXÞ ¼ BkPk
n¼1ðTðn;PXÞÞ ¼
Pk
n¼1ðTSðn;PXÞ þ T rðn;PXÞ þ T tðn;PXÞÞ
ð6Þ
where BR (Px) denotes the bit rate (bits/s), that can be
obtained with each security policy Px.
BRðP1Þ ¼ BkPk
n¼1ðTðn;P1ÞÞ ¼
Pk
n¼1ðTSðn;P1Þ þ T rðn;P1Þ þ T tðn;P1ÞÞ
ð7Þ
where BR (P1) is the bit rate (bits/s), achieved by conﬁguring
the security policy with zero security level P1.
Now assume that OðPXÞ refers the encryption overheads
associated with different security policies ðPXÞ and is deﬁned
as the difference between the bit rate for security layers ðPXÞ
and ðP1Þ. Encryption overheads OðPXÞ can be calculated as:
OðPXÞ ¼ BRðPXÞ  BRðP1Þ ð8Þ
(d) Jitter (J) (msec): is the measure of variation in the time
between the data packets caused by the network.
(e) Frame Loss (FL): is the measure of loss of the data
frames, that is, frame transmitted over the wireless net-
work but not received at the destination. Frame loss is
measured ascurity performance in wireless LANs. Journal of King Saud University – Com-
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6948. Experimental results and analysis
Experimental results are obtained for analyzing the impact of
security protocols on the performance of wireless networks in a
class of network scenarios for three IEEE 802.11b/g/n stan-
dards. Experiments are performed in both roaming and non-
roaming environments. A total of nine security protocols are
implemented over the testbed. Detailed speciﬁcations/parame-
ters settings of trafﬁc generator, system conﬁgurations, Flow
rates for congested and uncongested networks, two different
trafﬁc streams, packet number, and packet length used during
the experiment is mentioned in Section 5. Performance metrics
as deﬁned in Section 7 has been used for the evaluation of the
security performance of a secure wireless local area network.
First set of experiment was performed for analyzing the secu-
rity performance of IEEE 802.11b/g/n WLAN standards in the
roaming environment. Second set of experiment was per-
formed in non-roaming environment. Though we have per-
formed experiments for all the network scenarios with
different packet lengths for the sake of simplicity and due to
space constraints we have presented elaborate results for the
TCP congested network with 1000 bytes of packet length.
However similar trends are observed in all network scenarios.
8.1. Throughput analysis in the roaming scenario
Experiments were performed to study the impact of security
protocols on the throughput of IEEE 802.11b/g/n WLAN
standards in the roaming network in different network scenar-
ios. The obtained experimental results are elaborated below.
8.1.1. Throughput measurement on the basis of applied security
protocol
Variation in the throughput in response to the particular secu-
rity protocol in roaming scenario for three standards IEEE
802.11b/g/n is shown in Fig. 3. For IEEE 802.11b and IEEE
802.11g the data rate was set to 12 Mbps and 55 Mbps respec-
tively. It is observed that different security protocols have dif-
ferent impacts on the throughput of the network. As shown in
Fig. 3 throughput is highest for Service set identiﬁcation (SSIDFigure 3 Impact of security
Please cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01(P1)), which is known to be a ‘No Security’ layer as it provides
almost zero level of security. P1 is also used as a reference for
comparison with other security protocols. It is observed that
on increasing the complexity of security mechanisms, through-
put decreases signiﬁcantly. Taking average of all the nine pro-
tocols P1–9 it is found that throughput decreases by 2.36% and
1.36% in IEEE 802.11b and IEEE 802.11g respectively. This
throughput degradation is due to an increase in computations
of the security protocols, which in turn consume more system
resources. As discussed above in Section 5.3 experiments are
performed for security protocols at the MAC layer (P1–6)
and the Application layer (enterprise security P7–9). From the
obtained numerical results, it is demonstrated that throughput
degradation with P7–9 is more than P1–6. It is due to an
increased number of messages in the authentication phase.
These obtained numerical values however conﬁrmed the gen-
eral trends reported in (Baghaei et al., 2004; Turab and
Moldoveanu, 2008; Boulmalf et al., 2007).
It is veriﬁed from the throughput analysis of two IEEE
802.11b/g standards that the stronger the security mechanism
the more is the throughput degradation. But throughput
results for IEEE 802.11n (75 Mbps) are dispelling these obser-
vations. As shown in Fig. 3 it is depicted that throughput
degradation with protocols P2–3 (WEP64/128) is approx.
55% higher than that of P1, 4-9, though these are the security
protocols with less complexity. This is due to the fact that
IEEE 802.11n requires AES to be enabled on its WLAN used
by its client but the WEP protocol uses RC4 encryption
instead of AES. It prohibits the use of high throughput with
WEP and drop data rates to 54Mbps as reported in (http://
www.intel.com/support/wireless/wlan). From security proto-
cols P1, 4–9 (P4, WPA/AES) throughput decreased to about
1.31% with an increase in the security strength of protocols,
also throughput degradation of P7-9 is more than that of P4–6
but less than P2–3.
8.1.2. Throughput on the basis of congested and uncongested
network
Experiments are performed to analyze the impact of security
protocols on the throughput of network in both congested
and uncongested networks by selecting the data rates for
access point as 11 Mbps, 54 Mbps and 72 Mbps for IEEE
802.11b/g/n respectively. The obtained experimental results
are shown in Fig. 4(a–c). For IEEE 802.11b uncongested
and congested networks the trafﬁc was generated at a rate ofprotocols on throughput.
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802.11g (c) IEEE 802.11n.
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5 November 20155 Mbps and 12 Mbps respectively. The obtained experimental
numerical values for uncongested and congested IEEE 802.11b
with TCP trafﬁc streams are plotted in Fig. 4(a). It is revealed
that for the uncongested network the maximum throughput
obtained for P1 is 6.31 Mbps, which is close to its data ﬂow
value. Thereafter throughput decreased gradually depending
upon the complexity of the implemented security protocols
(P1–9), where as in the congested network throughput obtained
for P1 is 6.19 Mbps, very low as compared to its trafﬁc ﬂow
value (12 Mbps). Throughput degradation in the TCP con-
gested network is 1.7% higher than the TCP uncongested net-
work Fig. 4(a). From the obtained numerical values it is
depicted that throughput in the congested network is less as
compared to the uncongested network and this is due to the
congestion caused in the network by high trafﬁc generation
rates. There is not enough bandwidth available in the network
and packets can be dropped at the access point. Further
throughput decreased signiﬁcantly with an increase in the
strength of the implemented protocol. The trafﬁc was gener-
ated at a rate of 30 Mbps and 55 Mbps to make the network
uncongested and congested respectively in IEEE 802.11g net-
work. For security protocol P1 maximum throughput obtained
for the TCP uncongested network is 24.2 Mbps and through-
put obtained for the TCP congested network is 23.37 Mbps.
From the obtained numerical values it is depicted that
throughput for the TCP uncongested network is higher than
the congested network. Experimental results plotted in Fig. 4
(b) demonstrate that average throughput degradation in the
TCP congested network is 2.7% more than the TCP uncon-
gested network. In IEEE 802.11n based network the trafﬁc
was generated at a rate of 50 Mbps and 75 Mbps to make
the network uncongested and congested respectively. From
the experimental results plotted in Fig. 4(c) it is depicted that
average throughput decreased about 2.01% for security proto-
cols P1, 4–9 in the TCP congested network as compared to thePlease cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01TCP uncongested network. For security protocols P2–3, similar
trends are obtained as described in Section 8.1.1, throughput
degradation is maximum for P2–3.8.1.3. Throughput with variable packet length
Experiments are performed to study the impact of different
packet lengths (500/1000/1500/2000 bytes) on the throughput
of secure wireless network in three WLAN standards IEEE
802.11b/g/n in roaming scenarios. The obtained experimental
values are plotted in Figs. 5–7. Throughput plots with different
packet lengths for IEEE 802.11b in different network scenarios
for all the security protocols are shown in Fig. 5(a, b). Average
throughput increased to about 4.01% with an increase in
packet length for TCP in the congested network whereas
throughput increased to about 4.1% for the UDP congested
network with an increase in packet length. Experimental
results are obtained for the IEEE 802.11g network, in the sim-
ilar manner as for IEEE 802.11b WLAN network. Obtained
experimental numerical values are plotted in Fig. 6(a, b). From
the obtained numerical values it is demonstrated that with
increase in packet length throughput increased by 1.2% and
2.6% in TCP and UDP congested networks respectively.
Throughput increased to about 1.3% and 2.4% for TCP and
UDP congested networks respectively with an increase in
packet length in IEEE 802.11n WLAN as given in Fig. 7(a, b).
8.1.4. Throughput with TCP and UDP trafﬁc streams
Experiments are performed to study the impact of trafﬁc
streams on the throughput of a secure wireless network in
three WLAN standards IEEE 802.11b/g/n and the obtained
experimental results are plotted in Fig. 8(a–c). In the uncon-
gested network TCP throughput is 11.6%, 42.8% and 44%
more than that of UDP throughput whereas in the congested
network TCP throughput is 2.9%, 6.01% and 4.4% more thancurity performance in wireless LANs. Journal of King Saud University – Com-
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Figure 5 Throughput for different packet lengths in IEEE 802.11b with (a) TCP congested (b) UDP congested.
Figure 6 Throughput for different packet lengths in IEEE 802.11g with (a) TCP congested, (b) UDP congested.
Figure 7 Throughput for different packet lengths in IEEE 802.11n with (a) TCP congested, (b) UDP congested.
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IEEE 802.11b, IEEE 802.11g and IEEE 802.11n WLAN
respectively. It is due to the fact that TCP is associated with
retransmission of the packets, lost due to congestion and error.
Percentage throughput variation averaging over the nine secu-
rity protocols with all the network scenarios in three WLAN
standards is shown in Table 8.
8.2. Response time in roaming scenario
Next set of experiments was performed to study the impact of
security protocols on the Response time of IEEE 802.11b/g/n
WLAN standards in the roaming network in different network
scenarios. Response time (RT) is deﬁned as the total time
required for the data stream to travel between two points
which includes connection establishment and security negotia-
tion time. We have also investigated how the quality of wire-
less link affects the response time of secure WLAN. We have
measured the response time between the server (server is send-
ing the trafﬁc) and the access point, and is deﬁned as the time
interval between the moment the server sends a trafﬁc streamPlease cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01to the access point and the moment the access point acknowl-
edge the server under various conditions. The obtained numer-
ical values are measured in milliseconds. The obtained
experimental results are elaborated below:
8.2.1. Response Time measurement on the basis of applied
security policy
Response time variation in response to the particular security
policy in the roaming scenario for three standards- IEEE
802.11b/g/n is shown in Fig. 9. It is depicted that different
security policies differ from each other in their impact on
response time of the network. Response time is lowest for secu-
rity layer SSID (P1). With an increase in complexity of security
mechanisms and the time involved in initial negotiation during
the authentication phase, response time increases signiﬁcantly
as shown in Fig. 9. It is observed that on average response time
increased by 1.8% and 1.32% from the security layers P1-9 for
IEEE 802.11b and IEEE 802.11g respectively. For IEEE
802.11n response time for protocols P2-3 (WEP64/128) is
approx. 48% higher than that of its no security layer. Average
increase in RT for security protocols P1, 4-9 is 1.6%.curity performance in wireless LANs. Journal of King Saud University – Com-
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Figure 8 Impact of TCP and UDP trafﬁc stream on throughput with uncongested and congested network (a) IEEE 802.11b, (b) IEEE
802.11g, (c) IEEE 802.11n.
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network
Experiments are performed to analyze the impact of security
protocols on the response time of network in congested and
uncongested network for IEEE 802.11b/g/n and are shown
in Figs. 10–12. The obtained experimental numerical values
of RT for uncongested and congested IEEE 802.11b and IEEE
802.11g network with TCP and UDP trafﬁc streams are plot-
ted in Figs. 10 and 11(a, b), it is revealed that response time for
TCP congested network is 2% and 3.04% more than that of
TCP uncongested network and RT for the UDP congested net-
work is 10.5% and 41% more than that of UDP uncongested
network for IEEE 802b and IEEE 802.11g respectively. Secu-
rity protocols in IEEE 802.11n followed similar trends as
detailed for throughput in Section 8.1. From the experimental
results plotted in Fig. 12(a, b) it is depicted that average RT
increased by about 2.02% for security protocols P1, 4–9 in the
TCP congested network as compared to the TCP uncongested
network. For the UDP congested network RT is 40.2% more
than in the UDP uncongested network for P1, 4–9. It is found
that RT for security protocols P2–3 is highest in both congested
and uncongested networks.
8.2.3. Response time with TCP and UDP trafﬁc streams
Experiments are performed to study the impact of trafﬁc
streams on the response time of the secure wireless network
in three WLAN standards IEEE 802.11b/g/n and the obtained
experimental results are plotted in Fig. 13(a–c). In the con-
gested network TCP response time is 3.2%, 5.9%, and
0.98% more than UDP averaged over the security layers
P1–9 in all IEEE 802.11b, IEEE 802.11g and IEEE 802.11n net-
works respectively.
We have obtained RT values at different packet lengths in
various network scenarios. Due to the space limitation we have
not discussed here the results for analysis of the impact ofPlease cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01packet length on RT. Average percentage variation in response
time in all the network scenarios is presented in Table 9.
8.3. Encryption overheads in roaming scenario
Third set of experiments was performed to study the encryp-
tion overheads incurred due to the implemented security pro-
tocols in IEEE 802.11b/g/n WLAN standards in roaming
network in different network scenarios. Overheads are evalu-
ated in the manner as described in Section 5. The obtained
experimental results are elaborated below:
8.3.1. Encryption overheads on the basis of applied security
protocols
With an increase in complexity of the security algorithm, the
number of computations also increases which further increase
the associated overheads. In security protocols overheads are
associated in encryption and decryption of information. From
the experimental analysis it is found that overheads are mini-
mum for P1 and maximum for P9. This is because P1 provides
zero security and no encryption and decryption are performed
whereas P9 provides multilayer security including RADIUS
server authentication which enhances the complexity of the
security protocol and hence the associated overheads. It is
observed that on taking the average over the security protocols
P1–9 overheads incurred are increased by 15.4% and 18.9% for
IEEE 802.11b and IEEE 802.11g respectively as shown in
Fig. 14. For IEEE 802.11n, EO for protocols P2-3
(WEP64/128) are very high. Average increase in EO for secu-
rity protocols P1, 4–9 is 11.3%.
8.3.2. Encryption overheads on the basis of congested and
uncongested network
Experiments are performed to analyze the overheads associ-
ated in congested and uncongested secure networks. Thecurity performance in wireless LANs. Journal of King Saud University – Com-
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Please cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01obtained experimental numerical values for uncongested and
congested IEEE 802.11b/g network with TCP and UDP trafﬁc
streams are plotted in Figs. 15 and 16(a, b). It is revealed that
overheads incurred with TCP congested network are 16.4%
and 22% more than that of the TCP uncongested network
and EO for the UDP congested network is 41.7% and
14.2% more than that of the UDP uncongested network for
IEEE 802.11b and IEEE 802.11g respectively. From the exper-
imental results plotted in Fig. 17(a, b) it is depicted that for
IEEE 802.11n average EO increased by about 22.4% for secu-
rity protocols P1, 4–9 in the TCP congested network as com-
pared to the TCP uncongested network Fig. 17(a). For the
UDP congested network RT is 28% more than in the UDP
uncongested network for P1, 4–9.880
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888
889
890
891
8928.3.3. Encryption overheads with TCP and UDP trafﬁc streams
Experiments are performed to study the encryption overheads
incurred due to different trafﬁc streams in a secure wireless net-
work in three WLAN standards IEEE 802.11b/g/n and the
obtained experimental results are plotted in Fig. 18(a–c). Over-
heads are more in TCP than in UDP only for P2 and the over-
heads incurred are 28.2% and 32.1% more in the UDP
congested network for P3–9 as compared to TCP trafﬁc stream
for IEEE 802.11b and IEEE 802.11g respectively. For IEEE
802.11n WLAN overheads are 11.9% more in TCP than in
UDP for P2–5 and the overheads incurred are 3.7% more in
the UDP congested network for P6–9 as compared to the
TCP trafﬁc stream.893
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909
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9118.4. Frame loss
Another set of experiments is performed for the measurement
of frame loss for all the three standards at different load val-
ues. We have plotted percentage frame loss versus load only
for four security protocols because similar observations are
made for the rest of the security protocols. Load is varied from
low to high values i.e. from congested to uncongested range.
Frame loss is calculated using Eq. (9). Following observations
are made:
8.4.1. Frame loss in IEEE 802.11b/g/n WLAN
The experimental results presented in Figs. 19–24 and numer-
ical values shown in Tables 10–15 indicate that percentage
frame loss increases with an increase in load for both TCP
and UDP trafﬁc stream. It is found that frame loss is less in
the uncongested network and is very high in the congested net-
work. Frame loss with UDP trafﬁc stream is more than that of
the TCP stream. Similar trends are observed in all the three
WLAN standards IEEE 802.11b/g/n. Further it is revealed
that FL increases with an increase in security strength.912
913
914
915
916
917
9188.5. Jitter
Experimental results are also obtained to study the impact of
different security protocols on jitter in different network sce-
narios. It is observed that different security implementations
have no impact on jitter values in all the network scenarios.
It is found that for IEEE 802.11b jitter value varies from 0
to 2 ms. For IEEE 802.11g/n jitter is almost zero at thecurity performance in wireless LANs. Journal of King Saud University – Com-
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Figure 9 Impact of security protocols on response time.
Figure 10 Response time in roaming scenario for IEEE 802.11b uncongested and congested network for (a) TCP, (b) UDP.
Figure 11 Response time in roaming scenario IEEE 802.11g network for uncongested and congested (a) TCP, (b) UDP.
Figure 12 Response time in roaming scenario IEEE 802.11n network for (a) TCP uncongested and congested, (b) UDP uncongested and
congested.
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rity layers.
8.6. Performance analysis in the non-roaming scenario
Experiments are performed to study the impact of imple-
mented security protocols on the performance of WLAN in
the non-roaming environment where the access point andPlease cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01client are in same domain. Results are obtained in a class of
network scenarios similar to the scenarios used for the roaming
network. It is observed that performance variations in the non-
roaming network are similar to the roaming network in all the
network scenarios but the performance degradation in the
non-roaming network is less than that of the roaming network.
Because of the similar trends followed by all the network sce-
narios for all the performance parameters we have presentedcurity performance in wireless LANs. Journal of King Saud University – Com-
2
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Figure 13 Impact of TCP and UDP trafﬁc stream on response time with congested network (a) IEEE 802.11b, (b) IEEE 802.11g, (c)
IEEE 802.11n.
Table 9 Percentage variation of response time in a secure wireless network in different network scenarios.
Increase in RT with an increase in complexity of security policy (averaging over all the security protocols)
IEEE 802.11b IEEE 802.11g IEEE 802.11n
1.8% 1.3% 1.6%
Decrease in RT of uncongested network as compared to congested network (averaging over all the security protocols)
IEEE 802.11b IEEE 802.11g IEEE 802.11n
TCP UDP TCP UDP TCP UDP
2% 10.5% 3.04% 41% 2.02% 40.2%
Decrease in RT with UDP traﬃc stream as compared to the TCP stream (averaging over all the security protocols)
IEEE 802.11b IEEE 802.11g IEEE 802.11n
Congested Congested Congested
3.2% 5.9% 0.98%
Decrease in RT with an increase in packet length (averaging over all the security protocols)
TCP congested UDP congested
IEEE 802.11b IEEE 802.11g IEEE 802.11n IEEE 802.11b IEEE 802.11g IEEE 802.11n
3.99% 3.5% 1.58% 4.1% 2.5% 1.59%
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5 November 2015results only for throughput and response time. Further for
numerical analysis, TCP congested and UDP congested
network with a packet length of 1000bytes are considered
for all network scenarios. Throughput and response time
values obtained from the experimental analysis of
IEEE 802.11b/g/n WLAN standards depict that variations in
throughput and response time for the non-roaming network
are similar to the roaming network in all network scenarios.
Throughput decreases and response time increases with an
increase in security strength. Also a decrease in TP is more
in the congested network as compared to the uncongested net-
work whereas response time increases with an increase in secu-
rity strength. Percentage decrease or increase in throughputPlease cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01and response time in different network scenarios is shown in
Table 16. The comparative analysis of performance degrada-
tion in both roaming and non-roaming scenarios is presented
in Table 17.
Experiments are performed to study the impact of imple-
mented security protocols on the performance of WLAN in
the non-roaming environment where the access point and cli-
ent are in same domain. Results are obtained in a class of net-
work scenarios similar to the scenarios used for the roaming
network. It is observed that performance variations in the
non-roaming network are similar to the roaming network in
all the network scenarios but the performance degradation in
the non-roaming network is less than that of the roaming net-curity performance in wireless LANs. Journal of King Saud University – Com-
2
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Figure 14 Impact of security protocols on encryption overheads.
Figure 15 Encryption overheads in the roaming scenario for IEEE 802.11b for an uncongested and congested network (a) TCP, (b)
UDP.
Figure 16 Encryption overheads in roaming scenario IEEE 802.11g uncongested and congested network for (a) TCP, (b) UDP.
Figure 17 Encryption overheads in the roaming scenario IEEE 802.11n network for (a) TCP uncongested and congested, (b) UDP
uncongested and congested.
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5 November 2015work. Because of the similar trends followed by all the network
scenarios for all the performance parameters we have pre-
sented results only for throughput and response time. Further
for numerical analysis, TCP congested and UDP congested
network with a packet length of 1000bytes are considered for
all network scenarios. Throughput and response time values
obtained from the experimental analysis of IEEE 802.11b/g/Please cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01n WLAN standards depict that variations in throughput and
response time for the non-roaming network are similar to
the roaming network in all network scenarios. Throughput
decreases and response time increases with an increase in secu-
rity strength. Also a decrease in TP is more in the congested
network as compared to the uncongested network whereas
response time increases with an increase in security strength.curity performance in wireless LANs. Journal of King Saud University – Com-
2
973
974
975
976
977
978
979
980
981
982
983
984
985
986
987
988
989
990
Figure 18 Impact of TCP and UDP trafﬁc stream on encryption overheads with the congested network (a) IEEE 802.11b, (b) IEEE
802.11g, (c) IEEE 802.11n.
Figure 21 TCP frame loss percentage with different security
protocols in IEEE 802.11g.
Figure 20 UDP frame loss percentage with different security
protocols in IEEE 802.11b.
Figure 22 UDP frame loss percentage with different security
protocols in IEEE 802.11g.
Figure 19 TCP frame loss percentage with different security
protocols in IEEE 802.11b.
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5 November 2015Percentage decrease or increase in throughput and response
time in different network scenarios is shown in Table 16.
The comparative analysis of performance degradation in both
roaming and non-roaming scenarios is presented in Table 17.
From the above analysis it is found that different security
layers behave differently in various network scenarios. Every
layer has a different security strength and different perfor-
mance impact in terms of throughput, response time, encryp-
tion overhead, and frame loss. Including the encryption all
the network parameters, type of trafﬁc stream, network load,Please cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01packet size, also affect the performance of the wireless local
area network. Encryption overheads increases, throughput
decreases, and response time increases continuously with an
increase in strength of security. Security layers 7–9 are enter-
prise security layers. These are more complex, highly secure
layers and have more performance degradation as compared
to layers 1–6. These trends are followed in IEEE 802.11b/g
WLAN standards. It is observed that IEEE 802.11n behavescurity performance in wireless LANs. Journal of King Saud University – Com-
2
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Figure 24 UDP frame loss percentage with different security
protocols in IEEE 802.11n.
Table 11 Frame loss with UDP trafﬁc stream in IEEE
802.11b.
Network load (Mbps) Security protocols
P1 P3 P4 P7
7 0 0 0 4
8 5 7.1 10.87 13.5
9 13.89 14.77 18 21.78
11 35.63 37.36 42.82 45.27
12 42.5 44.08 48.58 50
13 50.61 52.15 53.15 55.08
Table 12 Frame loss with TCP trafﬁc stream in IEEE
802.11g.
Network load (Mbps) Security protocols
P1 P3 P4 P7
30 6.3 8.76 17.26 23.73
35 22.68 23.17 30.88 36.48
40 31.46 32.13 38 42.17
45 36.64 37.28 44.27 46.2
50 44.64 45.06 53.8 55.6
55 55.72 56.18 58.76 59.78
60 60.08 60.16 63.15 64.2
Figure 23 TCP frame loss percentage with different security
protocols in IEEE 802.11n.
Table 10 Frame loss with TCP trafﬁc stream in IEEE
802.11b.
Network load (Mbps) Security protocols
P1 P3 P4 P7
7 1.5 3.4 8.5 14.57
8 6 10.62 14.13 21.13
9 18.1 21.56 22.11 24.88
11 36.5 38.73 45 45.82
12 45.83 48 50.66 51
13 53.93 54.69 56.93 57.92
Table 13 Frame loss with UDP trafﬁc stream in IEEE
802.11g.
Network load (Mbps) Security protocols
P1 P3 P4 P7
30 0 0 0 0
35 0 0 0 0
40 0 0 0 1.1
45 4.64 6.5 7.4 11.22
50 40.36 41.28 42.68 44.94
55 51.47 53.07 55.83 57.94
60 56.38 57.48 60.41 62.63
Table 14 Frame loss with TCP trafﬁc stream in IEEE
802.11n.
Network load (Mbps) Security protocols
P1 P3 P4 P7
70 5.6 22.66 7.32 24.11
75 14.8 26.33 14.46 27.4
80 22.26 28.38 20.15 28.85
85 23.34 30.44 26.53 31.68
90 28 32.85 31.56 33.14
95 30.4 46.52 33.52 34.02
100 32.74 49.8 35.39 36.84
Table 15 Frame loss with UDP trafﬁc stream in IEEE
802.11n.
Network load (Mbps) Security protocols
P1 P3 P4 P7
70 0 4.3 0 0
75 0 11.4 0 0
80 4.6 18.03 1.6 2.4
85 7.6 24.32 6.44 6.88
90 16.45 29.4 10.54 10.95
95 15.98 42.14 14.12 14.49
100 20.04 46.74 18.11 18.41
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mum performance degradation is observed with WEP64/128.
The results presented in the paper reveal that security and net-
work performance work in contrast to each other. An attemptPlease cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01to make a wireless application more secure, often results in
performance degradation. Our comprehensive numerical anal-
ysis recommends the appropriate security algorithm in everycurity performance in wireless LANs. Journal of King Saud University – Com-
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Table 16 Percentage variation of throughput in a non-roaming wireless network in different network scenarios.
IEEE 802.11
LAN
standards
Performance
metrics
Percentage variation in various network scenario
Applied security policy Congested and uncongested network TCP and UDP
traﬃc stream
With an
increase in
packet length
Percentage
Variation in
IEEE 802.11b
Throughput 1.26% (Throughput decreases
with an increase in strength of
the security protocol)
1.9% (TCP congested < TCP
uncongested)9.79% (UDP
congested < UDP uncongested)
3% (UDP
congested > TCP
congested)
3.4% (TP
increase with
an increase in
PL)
Response
Time
1.28% (RT increases with an
increase in strength of the
security protocol)
1.8% (TCP congested > TCP
uncongested)9.79% (UDP
congested > UDP uncongested)
3.3% (UDP
congested < TCP
congested)
3.8% (RT
decrease with
an increase in
PL)
Percentage
Variation in
IEEE 802.11g
Throughput 1.2% (Throughput decreases
with an increase in strength of
the security protocol)
2.8% (TCP congested < TCP
uncongested)39.9% (UDP
congested < UDP uncongested)
5.7% (UDP
congested > TCP
congested)
2.7% (TP
increase with
an increase in
PL)
Response
Time
1.18% (RT increases with an
increase in strength of the
security protocol)
2.9% (TCP congested > TCP
uncongested)39.9% (UDP
congested > UDP uncongested)
5.9% (UDP
congested < TCP
congested)
2.9% (RT
decrease with
an increase in
PL)
Percentage
Variation in
IEEE 802.11n
Throughput 1.33% (Throughput decreases
with an increase in strength of
the security protocol)
5.1% (On averaging over TCP
congested < TCP uncongested)43%
(UDP congested < UDP uncongested)
4.1% (UDP
congested > TCP
congested)
1.7% (TP
increase with
an increase in
PL)
Response
Time
1.35% (RT increases with an
increase in the strength of the
security protocol from P1, 4-5)
5.7% (On averaging over TCP
congested > TCP uncongested)43.8%
(UDP congested > UDP uncongested)
4.5% (UDP
congested < TCP
congested)
1.9% (RT
decrease with
an increase in
PL)
Table 17 Comparative analysis of roaming and non-roaming
networks.
Performance
parameters
WLAN standards
IEEE 802.11b IEEE 802.11g IEEE 802.11n
Throughput (TP in
NRS > RS)
7–8% in all
TCP UDP
congested and
uncongested
networks
(TP in
NRS > RS)
4–5% in all
TCP UDP
congested and
uncongested
networks
(TP in
NRS > RS)
3–4% in all
TCP UDP
congested and
uncongested
networks
Response
Time
(RT in
NRS < RS)
8% in all TCP
UDP congested
and
uncongested
networks
(RT in
NRS < RS)
5% in all TCP
UDP congested
and
uncongested
networks
(RT in
NRS < RS)
4% in all TCP
UDP congested
and
uncongested
networks
Encryption
overheads
(EO in
RS > NRS)
45% in all TCP
UDP congested
and
uncongested
networks
(EO in
RS > NRS)
22.3% in all
TCP UDP
congested and
uncongested
networks
(EO in
RS > NRS)
22% in all
TCP, UDP
congested and
uncongested
networks
Frame loss (FL in
RS > NRS)
(FL in
RS > NRS)
(FL in
RS > NRS)
Jitter RS = NRS RS =NRS RS =NRS
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Please cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
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always required to choose an acceptable level of both security
and its associated performance. Application designers always
have different inclinations, on the basis of the risk they can tol-
erate and the performance price they are ready to bear.
There are a variety of network services which varies in their
security and QoS requirements. For example, consider real
time applications which are classiﬁed into different categories
such as conversational, interactive, streaming and background.
In conversational applications real time conversation takes
place such as Voice over IP (VoIP), video conferencing,
interactive games (on line gaming), telemetry and telnet. For
audio and video conversation high throughput and the
response time less than 150 msec is preferred (Farkas et al.,
2006). From the obtained numerical values it is observed that
RT is less than 150 msec in all the network scenarios with all
the security policies. Jitter value of 1 msec is acceptable for
these audio and video conversation applications and our
obtained numerical values for jitter in all network scenarios
are between 0ms and 1ms except for enterprise security where
the jitter value reaches to 2 ms. These applications are also tol-
erant to some degree of packet loss. For interactive games,
telemetry and telnet services the acceptable RT values are
250 ms.
The obtained results reveal that in real time conversational
applications though RT increases with an increase in security
strength but observed RT values are within the acceptable
range for IEEE 802.11g/n and hence not affecting the networkcurity performance in wireless LANs. Journal of King Saud University – Com-
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5 November 2015performance. Similarly jitter is not affected by the implementa-
tion of security protocols. Since high throughput is required in
conversational services, security protocols with higher strength
cannot be used.
Interactive services include voice messaging, web browsing-
HTML, email and Transaction services (such as e-commerce,
ATM, Credit cards and online banking). Low throughput val-
ues, high RT (between 1s and 4s) more than conversational
services is tolerable in these applications. Since transaction ser-
vices require high security even at the cost of performance,
higher security protocols are recommended. Streaming services
include transfer of high quality music, movie clips, bulk data
and images. These applications require high data rate values.
Though high delays are tolerable to these applications but
throughput degrades signiﬁcantly at higher security layers
security protocols with a lower strength are recommended in
these applications.
Background services are email arrival notiﬁcation, low pri-
ority transaction services, data downloading and short mes-
sage service (SMS). These best effort services do not have
particular performance constraints. Any security protocol
required by the user can be implemented in these services.
The numerical results presented in this paper can be used to
choose a security policy, depending upon the sensitivity of data
transmitted and the performance requirements by users. From
the results it is observed that in the application where security
is of major concern for example in bank transactions like
ATMs, online payments etc. security layers which make use
of digital signatures as the basis can be used. For the applica-
tions where security is of less concern but a network with bet-
ter performance is required lower security layers (WEP, WPA/
AES) can be used.1098
1099
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1103
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1106
1107
11089. Statistical analysis
A statistical analysis using a statistical tool, Minitab 17, is pre-
sented in this section (www.minitab.com). Statistical analysis
of all the parameters discussed above in Section 7 has been
done. In this paper we have elaborated the statistical results
for throughput and response time in all the network scenarios
for IEEE 802.11n.
This statistical analysis is based on null and alternative
hypothesis. The hypothesis being considered is:Table 18 Mean and standard deviation of throughput in congested
Security
protocols
Throughput (Mbps) in uncongested WLAN
TCP UDP
Mean
(l)
Standard deviation
(r)
Mean
(l)
Standard devi
(r)
1 51.5225 1.029316 80.8425 1.07009
2 28.0525 0.719508 67.0775 1.740907
3 27.3325 0.834041 65.7825 1.719736
4 48.695 0.850157 78.8775 0.597348
5 48.1225 1.110837 78.3625 0.508224
6 47.6975 1.041037 78.1 0.354401
7 47.17 0.771924 77.4725 0.973392
8 47.01 0.680245 77.0325 0.940687
9 46.9225 0.672675 76.9725 0.910325
Please cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01 There is no impact of security mechanisms on the perfor-
mance of the network. The alternative hypothesis is that,
the security mechanisms affect the performance of the
network
 The trafﬁc streams TCP and UDP have no effect on the net-
work performance. The alternative hypothesis is that, the
TCP and UDP signiﬁcantly affect the performance of the
network.
 Congested and uncongested networks (Network Load) do
not affect the network performance. The alternative
hypothesis is that, both congested and uncongested net-
works affect the performance of the network.
 Packet length has no impact on the network performance.
The alternative hypothesis is that the packet length affects
the network performance.
 Different network scenarios such as security mechanisms,
TCP and UDP trafﬁc stream, congested and uncongested
network, and packet length have no interaction among each
other. The alternative hypothesis is that these network sce-
narios have some interaction with each other
Hypothesis testing is done by determining, whether the null
hypothesis is rejected or is not rejected at a predetermined sig-
niﬁcance level known as a-value. This a-value is usually taken
as 0.05. The a-value is compared with p-value to decide if the
null hypothesis is or is not rejected. The null hypothesis is
rejected if p-value is less than a-value (p-value < 0.05). To
analyze the impact of various network scenarios on the net-
work performance with implemented security protocols, statis-
tical results are obtained using analysis of variance. Results
obtained from the statistical analysis are detailed below.
9.1. Descriptive statistical analysis (mean and standard
deviation)
While evaluating the network performance, understanding the
QoS stability is an important issue. Like in the roaming scenar-
io, it is not always possible to know the user’s proﬁle in
advance. Wireless networks are always conﬁgured with a vari-
ety of protocols which offer users a large variation in QoS.
Using descriptive analysis we are analyzing the security proto-
cols with low variability. Statistical variations incurred by each
protocol implemented in the experiments are measured in dif-
ferent network scenarios. Descriptive statistics such as meanand uncongested WLAN.
Throughput (Mbps) in congested WLAN
TCP UDP
ation Mean
(l)
Standard deviation
(r)
Mean
(l)
Standard deviation
(r)
49.9425 1.415306 51.435 1.773706
23.8675 0.955454 27.9875 1.487982
22.8075 0.948029 27.1 1.286883
47.8525 0.650455 48.5525 0.647064
47.4325 0.682709 47.7225 0.539776
46.4575 1.041997 46.975 0.659217
46.205 0.975209 46.5275 0.715652
45.9 0.763457 46.21 0.7313
45.9075 0.847482 46.105 0.701831
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Table 19 Mean and standard deviation of throughput in congested and uncongested WLAN.
Security
protocols
Response time (msec) in uncongested WLAN Response time (msec) in congested WLAN
TCP UDP TCP UDP
Mean
(l)
Standard deviation
(r)
Mean
(l)
Standard deviation
(r)
Mean (l) Standard deviation
(r)
Mean
(l)
Standard deviation
(r)
1 56.0996 1.5126 35.3753 0.6142 57.9511 2.0833 56.2410 2.3582
2 105.617 3.9901 42.8142 1.3260 125.4817 7.0943 106.113 6.9932
3 108.577 4.4419 43.6773 1.3986 131.7187 7.5202 109.743 6.9775
4 58.691 1.2314 36.2683 0.4208 60.52162 1.2476 59.621 1.1889
5 60.1935 1.8153 36.5104 0.3794 61.0753 1.2930 60.6871 1.0950
6 60.419 1.8879 36.6343 0.3048 61.7731 1.2914 61.6882 1.2840
7 61.4307 1.4480 36.9426 0.6240 62.7675 1.8095 62.3037 1.4022
8 61.6423 1.3323 37.1573 0.6160 63.1865 1.5334 62.7470 1.4606
9 61.7606 1.3284 37.1865 0.6019 63.1801 1.6513 62.8932 1.4295
Table 21 ANOVA analysis for response time.
Source DF Adj SS Adj MS F-Value P-Value
Security protocols 8 44218.7 5527.3 37.45 0.000
Traﬃc types 1 12655.0 12655.0 85.74 0.000
Network load 1 13923.0 13923.0 94.33 0.000
Packet size 3 426.8 142.3 0.96 0.012
Error 130 19188.2 147.6
Total 143 90411.8
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measure the variability of data respectively. For descriptive
analysis three factors; security protocols, trafﬁc streams
(TCP and UDP) and network load (congested and uncon-
gested networks) have been considered. Mean and standard
deviation for both TP and RT are shown in Tables 18 and 19.
We illustrate these statistical variations incurred in various
network scenarios with the implemented security protocol as
robustness of a security protocol against mobility. The
obtained statistical mean values depict that throughput
decreases and RT increases with an increase in security
strength except for protocols 2 and 3 in IEEE 802.11n WLAN.
From the standard deviation values of throughput shown in
Table 18 it is found that in an uncongested environment with
TCP trafﬁc stream r value for security protocols P8 and P9 is
minimum hence are less variable protocols with low through-
put values as compared to the other protocols. The protocol
P7 is having slightly more variation as compared to P8–9 but
with high throughput. Though protocols P8–9 have low r val-
ues as compared to P7 but P7 can be viewed as the best security
protocol with good tradeoff between robustness and security
strength. With similar reasoning in UDP uncongested network
P6, in the TCP congested network P4–5 and in the UDP con-
gested network P5 can be considered as best protocols with
high tradeoff between robustness and security strength.
Table 19 represents the robust analysis of security protocols
in terms of response time. It is observed that in TCP and UDP
uncongested networks P7 and P6 respectively, in both TCP and
UDP congested network P5 provides the best tradeoff between
robustness and security strength. The analysis of performance
variation in different networks is an important issue. Generally
security protocols are chosen in advance in mobile scenarios.
However, if the administrators will choose security protocols1162
1163
1164
1165
1166
1167
1168
1169
1170
1171
1172
Table 20 ANOVA analysis for throughput.
Source DF Adj SS Adj MS F-Value P-Value
Security protocols 8 9263.7 1158.0 16.81 0.000
Traﬃc types 1 10015.8 10015.8 145.38 0.000
Network load 1 10544.4 10544.4 153.05 0.000
Packet size 3 87.7 29.2 0.42 0.036
Error 130 8956.2 68.9
Total 143 38867.9
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puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01merely on the basis of assumptions or at random, it will result
in performance degradation speciﬁcally in real time services.
Larger the performance variation in the network the larger will
be the packet loss, hence larger will be the performance degra-
dation. So prior knowledge of performance variation incurred
with the implemented security protocol is essential. Results
presented in Tables 18 and 19 depict that different security
protocols vary in their robustness against mobility.
9.2. Analysis of variance (ANOVA)
To study the impact of different network scenarios on the net-
work performance, an analysis of variance has been done using
a general linear model that represents the relation between one
or more factors and the response. In the present work the fac-
tors under consideration are; security mechanisms, trafﬁc type,
network load and packet size and their corresponding
responses are throughput and response time. Analysis of vari-
ance results for throughput and response time is shown in
Tables 20 and 21. The ANOVA output is prepared in a table
including the list of the sources of variation (factors), their
degrees of freedom (DF), the total sum of squares (SS), and
the mean squares (MS). The analysis of the variance table also
includes the F-statistics and p-values. These parameters are
used to study whether the factors are signiﬁcantly related to
the response. The obtained results depict that the considered
four factors have a signiﬁcant impact on the response
(throughput and response time). For all the factors p-value is
less than 0.05 in both throughput and response time. Hence
the null hypothesis is rejected and an alternative hypothesis
is accepted. From ANOVA results it is observed that the data
variability obtained using (R-Sq) model is 76.96% and 78.78%
for both throughput and response time respectively.curity performance in wireless LANs. Journal of King Saud University – Com-
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protocols, trafﬁc types, network load and packet size has a sig-
niﬁcant impact on the network performance. Though statisti-
cal results for throughput and response time are presented in
this paper we have done statistical analysis of all parameters
presented in Section 8. The obtained results in all the network
scenarios in both roaming and non-roaming environments fol-
low similar trends as observed in Section 6 for all the param-
eters. It is found that throughput and response time are in
inverse proportion to each other. Null hypothesis in all cases
is rejected and an alternative hypothesis is accepted as
p-value is always less than the a-value and hence validates
our experimental results.
10. Conclusion
In this paper, we have presented the comprehensive experimen-
tal results on the security performance of 802.11 standards of
WLAN. An in-depth analysis has been performed to study
the impact of various security layers on the network perfor-
mance in terms of throughput, response time, encryption over-
heads, frame loss and jitter in different network scenarios.
Experimental results show that, policies 1 (SSID) provide
very low level security, give better network performance as
compared to all the security policies in all the network scenar-
ios and is used as a reference for the comparative analysis with
other security protocols. Complexity increases further in layers
2-5 (WEP 64/128, WPA/AES, WPA2/AES and WPA2/AES/
TKIP) result in enhanced security with slightly more perfor-
mance degradation. Performance degradation increases fur-
ther on implementing higher security layers 6-9 (WPA/AES,
WPA2/AES and WPA2/TKIP/AES with RADIUS server).
But this fact is true only for two IEEE WLAN standards
(IEEE 802.11b/g). In IEEE 802.11n performance degrades
heavily with WEP 64/128. It is observed that performance in
congested networks is more degraded than uncongested net-
works also security performance in the non-roaming network
is better than the roaming network. Security protocols WPA/
AES, WPA2/AES perform better than the policies WPA/TKIP
and WPA2/TKIP. It reveals that depending on the network
scenarios and the trafﬁc types there is always a tradeoff
between the security protocol and the associated network per-
formance. We have found that at the MAC layer best tradeoff
between security and network performance is achieved with
security protocols P4–6 and with P7 at the application layer
for all the three WLAN standards. It is realized that due to this
tradeoff security protocols with higher strength may not
always be the best choice for all the applications. Enterprise
security layers provide more security than security protocols
at the MAC layer but with more overheads. Therefore it is rec-
ommended that security protocols P7–9 are to be used for the
applications or the networks carrying more sensitive informa-
tion. MAC layer security protocols are suitable for the applica-
tions where network performance is of great concern.
Also we have elaborated the RSSI model to evaluate the
security strength associated with each security protocol. It is
revealed that the security strength is not only dependent on
the number of security services provided by each security pro-
tocol but it also depends on the strength of security services
provided by the individual protocol. Statistical analysis of
experimental data is also performed in this paper. We havePlease cite this article in press as: Jindal, P., Singh, B. Quantitative analysis of the se
puter and Information Sciences (2015), http://dx.doi.org/10.1016/j.jksuci.2014.12.01also recommended the most robust security protocol against
mobility in each network scenario under consideration. Over-
all the security protocols P5–7 are providing the best tradeoff
between robustness and mobility. On the comparison of the
impact of secure wireless network on the three WLAN stan-
dards IEEE 802.11b/g/n it is found that in all the network sce-
narios IEEE 802.11n outperforms IEEE 802.11b/g.
In a nutshell, the experimental results presented in this
paper recommend the most suitable security protocol in each
network scenario. Also we have provided the quantitative
analysis of the security strength and the overheads associated
with each protocol. This comprehensive quantiﬁcation can
help the designers in developing a new and improving the exist-
ing security protocol. Designers can easily choose which secu-
rity protocol can be implemented in a given network scenario
while keeping a good tradeoff between security and overheads.
Thus our experimental results provide valuable measurements
which would be very useful in determining the best security
policy and quality of service in future wireless networks. The
comprehensive performance analysis reported in the paper
may be used as reference for selecting the security policy for
given applications or services required.11. Uncited references
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